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Tipos de biometria

DERMALOG



Tipos de autentificacion

1:1 = Verificacion

1:N = Identificacion
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BIOPII“ Evaluacion de biometria

BSI — Oficina Federal Seguridad de la Informacion
BKA — Oficina Federal de Investigacion Criminal
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Reconocimiento vascular

V.

Latex relleno con agua Mano humana con un guante y patron de venas
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Reconocimiento de Iris

gulf .com July 2008 e e e

Three arrested for iris scan forgery in Dubai
http://archive.qulfnews.com/articles/08/07/21/10230802.html

07/22/2008 07:57 PM | By Bassma Al Jandaly, Staff Reporter

Dubai: A three-member gang comprising a teenager, a man and a woman was arrested at Dubai airport
for using forged iris scan stamps and signatures.

A 17-year-old Russian identified as F.S. was arrested at the airport with 72 forged iris scan stamps and
signatures in his possession.

Immigration officials in cooperation with police at the airport arrested F.S. and his two partners, K.A., 34
from Russia and A.M. 21, from Moldova.

: H Helping banned people
Existen fraudes con iris P beop
artiﬁcales (0] tamblén Major General Mohammad Ahmad Al Merri, Director General of Dubai Naturalisation and Residency
Department (DNRD), said the accused were arrested while trying to use forged iris scan stamps to help
|enteS de ContaCtO people who had previously been banned from entering the country,
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Reconocimiento facial

Morphing

Fuente: Wikipedia
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Reconocimiento facial

Figure 2: The first step for morphing - aliging the two 1mages
according to the eyes position.

Fuente: M. Ferrara, A. Franco, D. Maltoni
Department of Computer Science and Engineering, Universidad Bologna
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Reconocimiento facial

Las fotografias antes y después, para usarse en el matching.

Fuente: M. Ferrara, A. Franco, D. Maltoni
Department of Computer Science and Engineering, Universidad Bologna
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Huella dactilar

,,Chaos Computer Club* publica la huella del Ministro de Finanzas Aleman
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Huella dactilar

Cif

(Source: CCC)
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Huella dactilar

Woman uses tape to trick biometric airport
fingerprint scan

; Serkan Toto 7 Comments -

Escandalo en el control de frontera de Japon
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Huella dactilar

01/04/2009 08:16 PM ID: 75974 Permalink

Woman Uses Tape to Fool $44 Million Dollar Airport Security
System

Japan's $44 million dollar security system, which was installed in 30 airports in
2007 to help improve security and prevent terrorists from entering Japan, has

apparently been circumvented by a South Korean woman using tape applied
to her fingers.

The South Korean woman, who was deported from Japan in July 2007 after
illegally staying in the city of Nagano, Japan, was found once again to be

living in the same city in August 2008, prompting the investigation to take
place.

She told investigators that she applied the special tape to her fingers which
allowed her to circumvent and pass through an airport fingerprint reader. The

tape is believed to have been acquired along with a fake passport form a
South Korean broker.
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Huella dactilar

coMP“TERwonln — it-nyheter da@gnet rundt

—

Security Software IT Management | Virtualization | Operating systems | Hardware Systems | C

DG News Service =

Report: Hong Kong-China border biometrics device
spoofed

o Computerworld Hong Kong staff
19.01 2012 k1 0124 | Computerwerld Hong Kong (1 |/ 0 A Twieet - 14

A Mingpao Daily journalist successfully spoofed a biometrics device of the self-service
immigration clearance e-channel system at the Hong Kong-China border with fingerprint
cast produced by a HK$110 (90 yuan) fingerprint cast kit bought on Taocbao, according to a
report by the Hong Kong-based Chinese-language Mingpao Daily.
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Huella dactilar

606 Abdruck hinterlassen - Uberfall mit Leichenfinger - n-tv.de

DerTag Wirtschaft & Bérse
Politk  Sport Vermischtes

Wissen Ratgeber Videos

Kult und Kultur Auto  Computer  Reise

Scantag, 28. Janwar 2007
Abdruck hinterlassen

Uberfall mit Leichenfinger

In Rom haben Gangster dos
Sicherheltssystem einer Bankfiliale
Uberlistet, Indem sie den
amputierten Finger einer
Frauenleiche zum Einsatz brachten.

Wie die Zeitung "Corriere della Sera”
berichtete, hatte die Filiale in einem
AuBenbezirk erst kurzlich ihre
Wachmanner abgezogen und stattdessen eine neues Sicherheitssystem
installiert, das von jedem Kunden einen Fingerabdruck verlangt, Dazu
héatten die Gangster den Finger der Toten benutzt, “So etwas gab es noch
nie", schrieb das Blatt.

AnschlieBend erbeuteten die Tater, die sich mit Perlicken und
Sonnenbrillen maskiert hatten, 10.000 Euro, Auf ihrer Flucht hatten sie
aber den Finger verioren, hiel es welter. Jetzt untersuche die Polizei die
rémischen Leichenschauhauser, ob einer Toten ein Finger fehlt.

Community

Wetter

© O O Kriminalitat: Mit dem Leichenfinger an der Banktiir

L, ON LI N F /PANORAMA

27. Januar 2007

Drucken | Senden | Leserbrief | Bookmark

KRIMINALITAT Schrift: +

Mit dem Leichenfinger an der Banktiir

Kontrollsysteme sind iiberwindbar - man muss nur wissen
wie: Mit einem Leichenfinger liberlisteten Bankrduber das
Erkennungssystem einer Bank in Rom. 10.000 Euro nahmen
sie mit, den Finger lieBen sie da.

Rom - Weil das Sicherheitssystem "Bio Digit" des Geldhauses jeden
Fingerabdruck speichert, griffen Bankrauber zu einem Leichenfinger,
um unerkannt zu bleiben. Dies berichtet die Zeitung "Il Messaggero”
am Samstag. Sie machten sich mit rund 10.000 Euro Beute aus dem
Staub - allerdings ohne den Finger.

Den fand die Polizei auf dem Gehweg vor der Bank, Jetzt suche die
Polizei die Tater und eine Leiche, der an der rechten Hand ein Finger
fehle, Ersten Ermittiungen zufolge handele es sich vermutlich um den
Finger einer Frau, schreibt das Blatt.

cai/afp
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Die Holzleim Methode

The wood glue method
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Puger Kogte (nsf Vistenicaris) Lalaaratich, haatfarben, dick

Huella dactilar

Verschiedene Finger-Attrappen

Fake finger from different materials

Figure §
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Huella dactilar
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Huella dactilar

El Instituto de Medicina Legal de i,

i i il A Universitatsklinikum

Hamburgo examina aproximadamente %) N Hiamburg-Eppendorf
3.000 cadaveres por ano. =

DERMALOG




Huella dactilar

Ejemplos de dedos de cadaveres, fundamentales
para el desarrollo y analisis de nuevos
métodos de deteccion de vida.
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Huella dactilar

INFAEEDNN  PASSED
wetrod € DERMALOG

LF1
FINGERPRINT
LIVE DETECTION
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Huella dactilar

Absorcion de la luz infraroja en un dedo real y un fraude

Dedo real ,,Fraude*
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Huella dactilar

Solucidn de hardware

por transmision y reflexion de
luz infrarroja

+
Solucion de software

por el reconocimiento
de varias imagenes

Posibles actualizaciones

contra nuevos fraudes / atagues
(similar a Virus-Scanner)
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BIOPII“ Evaluacion de biometria

DERMALOG
Ganador del BioPlI
Evaluacion Europea de Biometria

BSI — Oficina Federal Seguridad de la Informacion
BKA — Oficina Federal de Investigacion Criminal
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Multibiometrics — Error Rates

Comparativo

Modality Test Test Conditions FNMR
Finger FPVTE US Government 0.06%
2003 operational data
Iris ICE 2006 Controlled 1.1-1.4%
lHlumination, broad
quality range
Face FRVT 2006 Changesin 2.5%
illumination, high
resolution

FMR

0.01%

0.1%

0.1%

Finger has (2.5/0.06 =) 41.7 times more accuracy than Face

Finger has (1.25/ 0.06 =) 20.8 times more accuracy than Iris
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SPEED AND ACCURACY
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Velocidad / Precision

12,925,605 registros de 10
huellas dactilares comparados
en 1 segundo en 1 “blade”
estandar con 12 “cores” que
representa:

129,256,050 huellas dactilares
comparadas en 1 segundo,
manteniendo el mas alto
resultado en precision.
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Estado de Rio de Janeilro

El AFIS de Dermalog en

Rio de Janeiro / Brasil

Por 15 ahos activo y el
primer AFIS de larga
escala de Dermalog

El sistema mas grande de
huellas en Sudameérica

Usado por varias
entidades de Gobierno




Estado de Rio de Janeilro

(O ETRAN-RJ
TASA DE DETECCION DE FRAUDE

Antes de
Implemen

Tacion
AFIS

Dermalog

Deteccion
de fraude
muy baja

..DESPUES

DERMALOG

Las estadisticas oficiales de Rio
de Janeiro sobre la prevencion
anual de identidad duplicada:
hay mas de 15,000 casos cada
afo en donde el Estado no
hubiera entregado una
identificacion falsa sin el AFIS
de DERMALOG

Registros com duplicidade

Estatistica do Detran que mostra a exclusao dos
registros com duplicidade da base do IFP 10.281
8.290 7584

6.355

203 _, v S i
S—— po— 2002 2003
1999 2000 2001 FONTE: Detran




Estado de Rio de Janeilro

Estado de Rio de Janeiro
SEI Sistema Estadual de Identificacao

43
unidades
de prision
SEAP
196

puestos de
policia

SEI (State of Rio Identification
System) 16.5 Millones de Registros

Civiles y Criminales. 22 Millones de Sistema
Legal en

Formato de

registros biograficos. 20.5 miles de
registros de prisioneros 820 miles
de registros criminales

Tribunal de
Justiciay Papel IFP
Ministerio Departamen
Publico to Coroner 6
Medicina
Legal

Secretaria
de Estado Secretaria
de La de
Seguridad Educacion
Publica
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Control de fronteras

DERMALOG BORDER CONTROL

WELCOME TO THE FUTURE WITH THE
DERMALOG BIOMETRIC BORDER CONTROL SOLUTIONS
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THE BRUNEI TIMES

Auto-Gate for faster clearance at airport

Melvin Jong
BANDAR SERI BEGAWAN

TRAVELLERS can expect faster
clearances at the Brunei Inter-
national Airport following the
launching of an automatic entry
system named Auto-Gate, which
uses the biometric passport to
better facilitate the immigration
process.

“We will be omitting the chop-
ping process which will speed up
the entire process of immi-
gration,” said Amir Ringgit, the TS
senior chief immigration officer.

According to Amir, there are
currently only two Auto-Gate
units that have been installed
and implemented in the arrival
hall of the airport. He did men-
tion, however, that there are cur-
rently plans to install twomoreof =~
these units in the departure hall
by next month.

“We have the technology, so |
why not use it?” said Amir as the
reason for impl ing the new
system.

The chief i ion officer Inter

ion: (Above) \}

of the public using the Auto-Gate
system during the launching ceremony held at the Brunei
ional Airport, Berakas. (Right) Home Affairs Minister

added that the benefits of using Pehin Orang Kaya Johan Pahlawan Dato Seri Setia Hj Adanan
the Auto-Gate system does not Begawan Pehin Siraja Khatib Dato Seri Setia Hj Md Yusof (L)
end only at the increased speed accompanied by Acting Director of Immigration, Ahmaddin Hj

and efficiency of the immi- Abdul Rahman (R)launching the Auto-Gate system. Pictures: BT/

gration process but “the system ZamiZainal
also has a better security system features of the new system such
(because) entry is impossible as its acceptance of the Smart ID
without scanning”. cards, fingerprint ID’s and also
A brief presentation on the" the Frequent Traveller’s Cards.
workings, the features and  The acting director added that
specifications was  <also this new system is one which is
presented yesterday by the Act- not only user-friendly and state-
ing Director of the Immigration of-the-art but also safe as a
Department and National Regis- safety beam is installed into the
tration, Ahmaddin Hj Abdul system which detects the pres-
Rahman. The overall presen- ence of anyone preventing
tation touched on a number of premature closing of the gates.

DERMALOG

On hand to launch the Auto-
Gate system was the guest of
honour, Minister of Home
Affairs, Pehin Orang Kaya
Johan Pahlawan Dato Seri
Setia Hj Adanan Begawan

Pehin Siraja Khatib Dato Seri Bruneian

Setia Hj Md Yusof.

The minister was also given
a tour of the airport and a
demonstration of the new
Auto-Gate system via the

biometric
holders on the flight SIA182 from
Singapore.

Jennifer, a bright 15-year-old
Bruneian currently studying in
Chung Hwa Middle School who

passport

was taking the Singapore flight,
informed The Brunei Times that
she did not have the opportunity
to make use of the Auto-Gate
system this time round but felt
that it would be a more con-

venient and very efficient system
when compared to current
methods of immigration as to en-
sure effectiveness.

According to information pro-
vided by Amir, 23,000 biometric

passports have been issued since
its launching in May 2008, with
the highest monthly tally for the
biometric passports being last
month with over 5,000 issues.
The Brunei Times
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NEW VISA STICKERS_

Visa Number: 1234567
Issue Date: 05/07/2004
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Reporte de prensa del ,THE STAR"
en Malasia el 2 de Junio de 2011

BY MARTIN CARVALHO
and EMBUN MAJID
newsdesk@thestar.com.my

PETALING JAYA: The biometnc sys-
tem has been implemented at all
immigration entiy points to better
monitor foreigners coming into the

country.
The National Foreigners
Enforcement and Registration

System was introduced yesterday
without any major hiccups.

Deputy Home Minister Datuk
Wira Abu Seman Yusof said foreign-
es$ entering the country would now
have their thumbprints taken elec-
tronically.

“Ihe process went on smoothly
and the department has not received
any complaints <o far.

“However, the system is new and
there are bound to be minor glitch-
es.” he told The Star.

He added that the thumbprinting
process would be improved to avoid
INCONVENIENCNg visitors,

“Our officers have to take the
thumbprints but ensure privacy and
that there is no discrimination dur-

Biometric system in
force at all entry points

ing the process,” he said.

He said the system, which had
diready been introduced in the
United States, Britain, Canada, Italy
and Brazil, was necessary to protect
the security and sovereignty of the
country.

Under the system, foreigners will
have their thumbprints taken and
processed within a short time upon
their arrival.

The system will monitor them and
a warning slip will be issved should
they overstay.

This will allow immigration
authorities to take the necessary
action,

In Alor Setar, Kedah Immigration
deputy director Hasreena Hashim
szid the department conducted a
tnal run of the system several weeks
ago to identify problems in its imple-
mentation,

The trial run was conducted after
the system was installed at all the
eatry points in the state.

in Penang, state Immigration
dwector Abdul Qadir Siddiq Ahmad
said the system had been in force on
a tnal basis since May 13.

DERMALOG

¥ Z .‘f;‘;/
Easier, faster and better: Two Thai women placing their thumbs on the biometric fingerprint scanning machine
at the Bukit Kayu Hitam Immigration check-in booth vesterday,




Malasia

Nama Utama 1 WITAYA WILSON Nama Utama : WITAYA WILSON
Nama - Nama -
Jantina : Lelaka Jantina : Lelak
Tarikh Lahir 1 21-Ang-1978 Tarikh Lahir 1 21-Ang-1978
Warganegara : Indonesia Warganegara : Canada
Jenis Dokumen : Pasport Jenis Dokumen : Pasport
Nombor Dokumen 1 P515336 Nombor Dokumen : 462388
Tarikh Luput Dokumen @ 10-May-2012 Tarikh Luput Dokumen 2-Apr-2013
Negara Pengeluar : Indonesia Negara Pengeluar : Canada
Tarikh Masuk 1 10-Jun-2011 Tarikh Luput Pas : 00-Jul-2011 Tarikh Masuk : 08-Jun-2011 Tarikh Luput Pas 1 05-8ep-2011
Status Senarai Hitam HS Tarikh Luput 8. Hitam : - Status Senarai Hitam - Tarikh Luput 5. Hitam : -
Nama Komputer : NERS-ARRO15 Nama Komputer : NERS-ARRO18
Pos Kawalan : SEL-LCCT Pos Kawalan : SEL-LCCT
Tarikh Direka 1 10-Jun-2011 03:03:26 PM Tarikh Direka : 08-Tun-2011 12:36:41 PM
Catatan - Catatan -
Ibu Jar1 Kiri Jar1 Hantu Kiri Jari Mamis Kinn~ Jari Telingkin Kiri Tbu Jar: Kiri Jari Hantu Kiri Jari Mams Kirm Jari Telinglan Kirt
Thu Jari Kanan _Jari Telunjuk Kanan Jari Hanto Kanan  Jari Manis Kanan _Jari Telinglkin Kanan' Thu Jari Kanan _ Jari Telu.njul: Kanan Jari Hantu Kanan __Jari Manis Kanan _Jari Telinglin Kanan
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Malasia

Nama Utama NOERTH ANDREW CRAIG Nama Utama : NORTH ANDEEW CRAIG HOLEROOK
Nama Nama
Jantina : Lelzka Jantina : Lelzka
Tarikh Lahir : 20-0ct-1962 Tarikh Lahir 1 20-Oct-1942
Warganegara : Canada Warganegara : United Kingdem
Jenis Dokumen : Pasport Jenis Dokumen : Pasport
Nombor Dokumen : BAG69322 Nombor Dokumen 1 761243343
Tarikh Luput Dokumen _; 00-Tul- 2013 Tarikh Luput Dokumen _; 30-8ep-2018
Negara Pengeluar : Canada Negara Pengeluar : United Kingdem
Tarikh Masul + U7-Jul-2011 arikh Luput Pas : 04-0et-2011 Tarikh Masul : 30-Tun-2011 Tarikh Luput Pas : 03-Tun-2013
Status Senarai Hitam HE Tarikh Luput 5. Hitam ;- Status Senarai Hitam HE Tarikh Luput 5. Hitam -
Nama Komputer : NERS-ARR033 Nama Komputer : NER3-ARRO029
Pos Kawalan : SEL-ELIA Pos Kawalan : SEL-ELIA
Tarikh Direka : 07-Jul-2011 07-44:45 PM Tarikh Direlka : 30-Tun-201107:27:41 PM
Catatan - Catatan -
Ibu Jari Kiri Jari Telunjuk Kiri  Jari Hantu Kiri Jari Manis Kiri  Jari Telingkin Kiri Ibu Jari Kiri Jari Hantu Kiri Jari Manis Kiri  Jari Telingkin Kiri
Tbu Jari Kanan Jari Te]u]uk Kanan Jari Hantu Kanan  Jari Manis Kanan Jari Telinglkin Kanan, Tbu Jari Kanan  Jari Te]u]li Kanan Jari Hantu Kanan  Jari Manis Kanan Jari Telingkin Kanan
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Malasia

Nama Utama : SOEMERY Nama Utama : LORS O MAR
Nama H- Nama HE
Jantina : Lelzkx Jantina 1 Lelzka
Tarikh Lahir 1 16-Nov-1983 Tarikh Lahir 1 09-May-1984
Warganegara : Cambodiz Warganegara : Cambodia
Jenis Dokumen : Pazport Jenis Dokumen : Pasport
Nombor Dokumen : N879363 Nombor Dokumen : NO930282
Tarikh Luput Dokumen | : 01-Jan-2099 Tarikh Luput Dokumeg : 23-Mar-2014
Negara Pengeluar : Cambodia Negara Pengeluar : Cambodia
Tarikh Masuk : 08 Tun-2011 Tarikh Luput Pas 2 07-Jul-2011 Tarikh Masuk : 25-Apr-2011 Tarikh Luput Pas 1 24-May-2011
Status Senarai Hitam H- Tarikh Luput 8. Hitam ;- Status Senarai Hitam I - Tarikh Luput 3. Hitam  : -
Nama Komputer : ENTREYBOAT-1 TO DOS Los DI'AS
Pos Kawalan : KEL-PENGEALAN
Tarikh Direka : 0% Jun-2011 10:11:3 300-500 personas
Caraan - Con pasaportes/identidades duplicadas son
localizadas por el cotejo 1:N del AFIS DERMALOG
en el control de frontera de Malasia
=
Ibu Jari Kiri Jari Telunjuk Kir1 ~ Jari Hantu Kiri Jari Manis Kiri Jari Telinghkin Kiri Ibu Jari Kiri Jarl Telunjuk Kiri ~ Jari Hantu Kiri Jari Manis Kiri Jari Telingkin Kiri

Tho Jari Kanan  Jari ;[eluu]uk Kanan Jari Hantu Kanan  Jari Manis Kanan Jari Telinglin Kanan
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Ibu Jari Kanan  Jari Telunjuk Kanan Jari Hantu Kanan  Jari Manis Kanan Jari Telinglkin Kanan



Reporte de prensa del ,THE STAR"
en Malasia el 13 de Junio de 2011
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What's the outlook during
volatile global markeis?
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By MUGUNTAN VANAR
vmugui@thestar.com.my

the-salercom.com Bidmania.co

Buy Antiques at Auction Bid live from Be the First to Establish yourself. Sell for
your computer Free by Signing Up Today!
GGOSIE-Anz&igE:n

SANDAKAN: The biometric system that Malaysia has implemented is
working well and was instrumental in the re-arrest of Jemaah Islamiah
sleeper agent Agus Salim.

Home Minister Datuk Seri Hishammuddin Tun Hussein said because of
the biometric system the authorities were able to detect Agus, who was
using an Indonesian passport with a false name to enter the country.
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Primero en el
mundo de los
bancos

DERMALOG
para HSBC en
Brasil

Con mas de 1,300
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Sitios remotos
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Sector bancario - Nigeria

CBN, DERMALOG Seal N8bn
Biometric Deal DERMALOG

firmo un contrato
de 50 Millones de
USD con el Banco
Central de Nigeria
y 24 bancos de ese
pais, para registrar
a todos los clientes
de los bancos

By James Emsjo

The Central Bank of Nigeria (CBN) has signed a contract of over $§50 million (N8 billion) with (N OVIEI I lbre 2013)

DERMALOG !dentfication Systems for the deployment and Implementation ¢f a blometric system,
which would help in resolving ssues bordering on zuthentication, as wel as check money laundering
aclivities in the financial system.

DERMALOG




Sector bancario - Nigeria

DERMALOG



Sector bancario - Nigeria
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Donde un huellero reemplaza al PIN
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Fuente: Text Road Public Report
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DERMALOG FINGER PAYMENT

FAST-SIMPLE-SECURE - PAYMENT SOLUTIONS FROM DERMALOG
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Pago con huella en un supermercado en Alemania
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Muchas gracias
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Sixto Rado Pomari
Consulter de Negocios Senior
Av. José Galvez Barrenechea 1094

San Isidro, Lima 27 - Pery
Central ; +51 1 415 2400
Directo : +51 1 415 24546

novatronic Cevier : +51 99351 2429

srado@novatronic.com
www.novatronic.com
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