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;Quién es el Gringo?

* John Bradley

* Yo trabajo en la Oficina CTO de Ping Identity
* Yo soy un autor de OAuth y OpenlD Connect
* Yo vivo en Santiago de Chile

* En palabras de mi esposa “Hablar Inglés por favor”



Anthem now says 78.8M were affected by breach
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JPMorgan Chase Hacking Affects 76 Million Households .
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Target Now Savs 70 Million People Hit in Data Breach

Neiman Marcus Also Says Its Customer Data Was Hacked
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“IN 2014...

708 data breaches
82 million

personal records stolen

S3.5 million

average cost per breach




We have a PASSWORD PROBLEM




Re-used Phished Keylogged




Adding more authentication
‘haslargely been rejected by users
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WE NEED A
NEW MODEL

Fast IDenftity On



THE FIDO
PARADIGM

SECURITY

Strong

Weak

Passwords

Poor

Good
USABILITY




HOW DOES FIDO WORK?

@ USER VERIFICATION @ FIDO AUTHENTICATION
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Transaction Detail User Authentication Done

Second Factor Experience (FIDO U2F Standards)
Success
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Login & Password Insert Dongle Done
Press Button




. User Approval J New Key Creo’reé
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Registration Begins
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Key Registered Using
Public Key

Cryptography
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FIDO UNIVERSAL 2NP FACTOR

@ USER VERIFICATION @ FIDO AUTHENTICATION O

AUTHENTICATOR




Step 1

U2F AUTHENTICATION DEMO EXAMPLE

+ Stay signed in



Step 2

U2F AUTHENTICATION DEMO EXAMPLE

nnlu2fdemo@gmail.com




Step 3

U2F AUTHENTICATION DEMO EXAMPLE

2-Step Verification

Tio: You may need 1o tap or re-insert your
security key.

Confirm using your security key

v Don't ask for my security key again on ths
computer



Step 4

' U2F AUTHENTICATION DEMO EXAMPLE .

Google E3 mOA Shew

Gmail - - a 1]

-

Inbox P

Starned n B

]
d
+
I
2
My
¥

Hatsing Googled Pags

Sant Mal PR (o, T & o s g o 8 A N Sy AN 050 - s et 0 v o o LA,
. T e i o g € B e & . a Do - 3 s
Orafts e ey — - R e > gy’ Mol SN < ol Pl . = A f!:l

Al bal VT Mo M e A 9 0 v D P M e P Sy PR L DR MM 7 gt "o 2040 E000 4xE Postcards
Y- o Pating. Vs Hominsls D P Syt g Mgl Pt 0 o1 O AT Srips As Soon A8 Tom '

w» Circles AN R o AT R b o s FreHS Kmaris o ek M o & s o Aol ALK Glgasy Full Color Peatzand Frimting
layprinting, com

Doy ket L B i Ot il S - Vi e e s T o S o v o) S e
More -
- LT T - o - —— ! A -
A e L LT - »anrg . Y 1 ove
MU A St ML Do M i e 450 s e 0 - e U - - .
K L Fiy

3 GE {19%) of 16 GB usad 2014 Googhe - Terme & Frivacy
Wianage LRSE REown RSty T i aga
Cpan in 1 oher bealen Dalas



FIDO UNIVERSAL
AUTHENTICATION FRAMEWORK (UAF)

@ USER VERIFICATION @ FIDO AUTHENTICATION @

AUTHENTICATOR




STEP 1

. UAF AUTHENTICATION
) DEMO EXAMPLE




Abercrombie & Fitch

PayPal &

We're sending your billing address to the
merchant 10 compiete this ransachon

Card x7335
WBA\V\Aater  PayPal <
Get 6 months to pay on all purchases of $99+* S i I I P 2

UAF AUTHENTICATION
DEMO EXAMPLE

Y
650-210997¢




STEP 3

@ UAF AUTHENTICATION
3y DEMO EXAMPLE

Log in to your account with your
fingerprint.



STEP 4

UAF AUTHENTICATION
DEMO EXAMPLE

Payment complete!

Return 1o the merchant's web sie 10

8

continue shopping

Return to the merchant
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No third party in the protocol

No secrets on the server side

Biometric data (if used) never leaves device

No link-abllity between services or accounts




— Better security for online services

Reduced cost for the enterprise

=-Simple and safe for consum




The FIDO Alliance is.an.opén
association of more than 2
diverse member-organizations..



v" Online Services
v' Chip Providers 62/
v Device Providers Alibaba Group
v'  Biometrics Vendors
v Enterprise Servers
v'  Platform Providers ARM
Bankof America.
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http://www.lenovo.com/us/en/
http://www.lenovo.com/us/en/
https://fidoalliance.org/wp-content/uploads/2014/12/paypal-fido.png
https://fidoalliance.org/wp-content/uploads/2014/12/paypal-fido.png

FIDO TIMELINE

FIDO 1.0 FINAL
‘ i Specification
First UAF & U2F

Deployments

GEREE

Ready Specification

FIDO Ready Review Draft
Program
Alliance
Announced '
A
FEB DEC FEB FEB-OCT DEC ¢9
2013 2013 2014 2014 2014

(6 Members) (59 Members) (84 Members) (129 Members) (152 Members)



A range of

FIDO PRODUCTS

are now available
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Chip Providers ARM Clnfineon A QUALCOMW Lyy
Device Providers GD-Tpust > iy -
lenovo plug-fTs) NEOWAVE H)
Biometrics Technology Providers oo @gis crm@]qsynapuc? o mm—;jﬁk

fido

alliance

Implementing 1.0 Specifications
(this is only a subset of active implementations)
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v PayPal contfinues FIDO enablement in 2-Step Verification
improved mobile wallet app. R T

v Google has FIDO in Chrome and =
2-Step Verification.

v Samsung adds FIDO enabled Touch
authentication to Galaxy® Sé

Confirm using your socurty kay

v Don't aak for my security hey again on ths
sompatar

GO 8]_6 m Synaplics

PayPal

Pat Johnson

pat@example.com Samsung Galaxy S6 will feature touch
sensor for fingerprint scanning

2014 Deployments

Log in to your account with your
fingerprint.
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Windows used by
1.5 billion users
Windows 10 in 190
countries by Q3
Free upgrade for
consumer

FIDO in Windows 10

TREHDING HOW
MASA's wild experirmental plane wing has 18 propellers attached wo it

. (nsnisiENue  LONGFORM . VIDED . REVIEWS . TECH . SCIENCE. ENTERTAINMENT . DESIGN . BUSINESS . US&WORLD. F

PELNOLS STORY MERTSTORY
ECC chairman tries to convince :.-\'."l'.EL'CE'.s' that Obama U5 ecientists can soon run EXPETIMENTE OT

Windows Hello lets you sign into
Windows 10 devices with your face or
finger

By Tom W

pm W Etonwarren

Windows For Your Business

Microsoft Announces FIDO Support
Coming to Windows 10

Februany 13, 2015 by Dustin Ingalls ¢ PC ¢ B Comments



v' Market leader to
ship FIDO client
85+ OEMs as of Q4
>1 billion Android
devices shipped

v Innovative sensor
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FIDO in Snapdragon

Zf)Net

Qualeamm Snapdragon

Qualcomm’
1S Felitiomn Berarily Do Cenler Resenrch Winidoes 1T ] iy, i lan Hlorage sna pd ragon
LS E REAL TR comrepralees ol wall Fadp sedendmls slepr elveer e Produced St 2008 Lo 2015
Deskgned by Qualksamim
Trnic: Fmeraing Ten ooy i,
R VPR e el v Insitruction set ARK

Microarchitecture  CarseA0 1 Dartee-i1 5

Qualcomm launches Snapdragon .
f.inge rprint S can Hing tech 1’10]_0 gy Application Motile Sos

Sumanary: Bosed on government-grade technology, Crialeoimim's Snopdragon Sense IDHs said ta
o e begrond currentd DicTnelric SCONNETE,

Uy Charlie Dsaprae for Bateszen the Liras | Masch 2, 2015 == 105G 2] (0257 P=1]
i W Follow mEDMsICharlie | 6 155 doloaers Gt e ZDNE Insigiits neoslopter now

Maost Popular Video Subscribe 1o Forbes

-

Qualcomm Is The No.1 Player In The The Global Baseband & Application
Processor Market

Qualcomin is currently the leader in the global cellular bascband chip market as well as
the smartphone applications processor market, with a 64% and 51% share in the two
segments, respectively. According o research firm Strategy Alalvtics, LTE basebands
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v First healthcare

deployment
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to health records
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v Google for Work announced Enterprise
admin support for FIDO® U2F “Security
Key" — April 21

v Google for Work is used by over 5
million businesses worldwide

v “The Security Keys are a great step
forward, as they are very practical and
more secure.” — Woolsworth IT
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New Google Apps controls to manage Security Keys
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Deployed multiple FIDO Certified™

Handsets (from Sharp, Samsung &
Fujitsu

Deployed Multiple Biometric Modalities

(Iris & Fingerprint)

Deployed Multiple Services including

carrier biling and digital goods

Joined FIDO Alliance Board of Directors
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http://www.dmkt-sp.jp/?url=http://portal.dmkt-sp.jp/sp/game-store/top&dcp=gamesdktopothx010010
http://www.dmkt-sp.jp/?url=http://portal.dmkt-sp.jp/sp/game-store/top&dcp=gamesdktopothx010010
http://delivery.dmkt-sp.jp/?utm_source=dmarket&utm_medium=otherstore&utm_content=footer&utm_campaign=top20140402
http://delivery.dmkt-sp.jp/?utm_source=dmarket&utm_medium=otherstore&utm_content=footer&utm_campaign=top20140402

Governments
worldwide are

looking at FIDO .
DO featured af Governments Prioritize Strong

White House Summit Authentication in Cybersecurity and
N ealllelberetion Consumer Protection

fl’OmeWOI’k y Ramesh Kesanupalli, FIDO Alliance Vice President
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THE WHITE HOUSE N .,
SUMMIT ON CYBERSECURITY L\ ;|

AND CONSUMER PROTECTION

2013 Data Breach Investigations Report (conducted
by Verizon in concert with the U.S. Department of
Homeland Security) noted that 76% of 2012 network
intrusions exploited weak or stolen credentials.

Fl DO & Govern men‘l‘ -- NIST Roadmap for Improving Critical Infrastructure Cybersecurity,12-

Feb-2014




Telco

e GSMA Mobile Connect initiative

* Working on Using FIDO + Push notification for
authentication

e Standard Global platform based on OpenID Connect.
 Telefonica/Movistar currently running a pilot in Espafia
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