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About Fraunhofer FOKUS

Fraunhofer FOKUS develops ICT
solutions for the smart cities of the
future.

" The institute addresses important
challenges in the society and the smart
cities of the future.

= Today around 500 employees from
more than 30 countries are working on
promising technologies in the research
and development sector.
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The Test and Demonstration Center of the German elD

@ Federal Ministry
of the Interior

“ Technical support for interested service providers

“ Availability of different application scenarios in cooperation
with different service providers, industry and government

“ Scientific evaluation and analysis

“ Potentials and future application domains
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Introduction on digital identities
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Concept of identity management

Every person is many

PR Y S —
Everyone should have a digital identity and be free
to decide to whom he leaves which personal data
of his digital identity.

Government

The electronic identity should be easy to use and
within 2 trustworthy system
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Evolution of Identity Management

Username
Password

SingleSignOn

Single user-
centric id paired
with many
service-centric
ids

Federated 1Id

Architectural
approach:
Identity as a set
of attributes
Sharing of
service-centric
ids

User centric
Identity

User-centric and
service-centric
identities match

Identity
Convergence

Integration and
coupling of
various identity
solutions
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Current view of national IDs

Trustworthy document

But only used in few or limited occasions ——

e RN

MUSTERMANN

12.08.64 MUNCHEN

AP Nty DU M e e

L _DEUTSCH / 07.70.11
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ID’<‘”UGTERIAN“<<ER1KA((((( :
12200015180<<6408125¢1110078<< <<

National IDs as trustworthy instance to identity in the real world
Authenticity and evidence for one’s identity
National IDs open up opportunities for added serV|ces

Fahrzeugschein

Kompetenzzentrum

OffentlichelT




What can national elDs contribute?

Why national documents?
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‘_‘ *SUOMI &« FINLAND »
Henkilokortti » Identitetskort « Identity card
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Example Finland

= Start issuing: 1st Generation 1998, 2nd et mwx@* &
Generation 2002 St b

= |ssued Volume: 2,5 Million
= Population: 5 Million
= Biometric Data: face data

= E-Services: eGov-Service, eSignature-
Service, eBanking-Service

= eSignature: yes; voluntary
= Travel Function: no
= Card interface: contact-based

= Fee: 29€, 10 years lifetime, no application
standards

= Specialities: First in Europe
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BELGIE BELGIQUE BELGIEN BELGIUM

Naam / Neme Dupont
Voornamen / Given nemes Sophie

#%. Geboorteplaats on -datum / Place and dato of birth ~ Geslacht / Sex
‘ -r- Namen 01 ME! 1960 v
Nationalitelt
BN Netonelty DO

Kaartrr. / Card No
000-0001000-00

Goldig van - tot / Valid from - unti

02.04.2003 - 02.04.2008 %

= Start issuing: 2003 m&"’
= |ssued Volume: 9 Million

= Population: 11 Million
= Biometric Data: no

= E-Services: eGov-Service, eHealth-Service,
e-Business

= eSignature: yes; voluntary

= Travel Function: no

= Card interface: contact-based

= NVM-Size: 32k EEPROM (Native OS)
= Fee 10€; 10 years lifetime

= Speciality: Kids Card
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Example: Estonia

. 20.02.1973

gL e .. 47302200234

= Start issuing: 2003 IR e

= |ssued Volume (end of 2011): 1,3 Million W“MM““% 04102011 -

= Population: 1,3 Million

= Biometric Data: no

= E-Services: eGov-Service, eBusiness

= eSignature: yes; mandatory

= Travel Function: no

= Card interface: contact-based

= NVM-Size: 32k EEPROM (Native OS)
Fee 150 EEK; 10 years lifetime;

= Speciality: Estonia is the only state in Europe with
eSignature mandatory
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Example: Austria - . |
_ecard &

.? Austria

= Start issuing: 2004 e |
ARy R | |

= |ssued Volume: 6 Million

= Population: 8 Million

= Biometric Data: no

= E-Services: eGov-Service, eHealth, eBusiness
= eSignature: yes, voluntary

= Travel Function: no

= Card interface: contact-based

= Comments: all citizen from 16 and older have this
card; Fee 10€; 10 years lifetime; no face photo;

= Specialities: Certificate-based, not sticked to card
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http://upload.wikimedia.org/wikipedia/commons/6/6d/Ecard-%C3%B6sterreich.png
http://upload.wikimedia.org/wikipedia/commons/6/6d/Ecard-%C3%B6sterreich.png

The German solution
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The German elD Card

BUNDESREPUBLIK DEUTSCHLAND 7122000129/

FEDERAL REPUBLIC OF GERMANY / REPUBLIQUE FEDERALE D'ALLEMAGNE
PERSONALAUSWEIS Name/Surname/Nom

IDENTITY CARD / CARTE D'IDENTITE MUSTERMANN
GEB. GABLER

Vornamen/Given names/Prénoms

ERIKA

°3"1§.1o.2020 938568

~ Unterschrift der Inhaberin/des Inhabers -
Signature of bearer - Signature de la titulaire/du titulaire
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The new German ID card

Doctoral degree,

family name,
given names
w_‘dw‘lsfllll,l TSCHLAND
PERSONALA. WEsS Narme. Surmame. Nom
Photograph MUS TERMANN -
GEB. GABLER

aay "'WV/-,» st | HF

Chip

722000129 —— Serial number

Nationality

Address Pen name

Card access

number SN,
160 cm
Oatum, Date. Date
01.11.10

STADT KOLN

Bhininans s P o g

ML ‘J'

-

—

51147 KOLN
HEIDESTRASSE 17

e ot paenssoeey.

\Mg’ﬁ@

Logo

Date and

Last day
place of birth

of validity

N
DD<<T22\GUO1 293<<<<<<<K<K<KKL<KLK<
408125<2010315D<<<<<<KLK<LK<LKKLKL4

USTERMANNLK<KERIKALLLLLLLLLLLKLKL

I
! I
Issuing Machine-readable area
authority (includes no further
personal data)
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The new German ID card

Doctoral degree,

family name,
given names Chip
4
Photograph
Pen name
L Adresss \
KOLN
TRASSE 17
\ e O paasdomy
/ AT
Last dpy CLLELLLLL L L LS
of validity (<<<<<LLLLL<h
1USTERMANN<<ERIKA<<<<<<<<<<<<<
| y,
| I
Issuing Machine-readable area
authority (includes no further
personal data)
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Physical security features

The most important security features
of the new ID card include:

| 2

vV V. v v v Y

complex security printing with multi-colored
line structures (1 + 14)

microlettering (2 + 15)

tactile features (13)

fine surface embossing (19)

changeable laser image (21)

integrated security thread (23)

tried-and-tested Identigram®:

= kinematic structures (7)

= holder’s portrait in holographic form
(5)

= German eagle in 3D (6)

= holder’s name, serial number of the
card

AMIE of eyes/Coubetr des yeux

GRUN

Grolle’ Height/ Taille @
160 cm

Datum/Date’Date 31 'Jq‘ 10 i

22.10.10
Behorde/ Authority/Avtorts

STADT KOLN

PO

BUNDESREPUBL K DEUTSCHLAND LOLOD16W7

FEDERAL REPUBLIC OF GER| UBLIGUE FEDERALE D'ALLEMAGNE

Name/Suname/Nom

MUS TERMANN
GEB. GABLER @

Voernamen/Givon names/Proncms
ERIKA

Geburtstag/Date of birth/ St et/ Nationality/
Dote de naissance bt il

12.08.1964 DEUTSCH

Geburtuoet/Place of birth/Lisu de naissaoce @

BERLIN

iy e ot ey
31.10.2010 20751%3

ynlrl!- Oe'kMa l’v‘!ﬂhﬂﬂ

CWT

Huwrﬁ'léQGW(fkﬂam

(9

Anschrift/Address/Adresse

51147 KOLN
HEIDESTRASSE' 17

mmﬂ name or preudonym/

IDD<<LOL0016”74<<<<<<<<<<<<<<<
6408125<1010318D<<<@x<<<<<<<<4
MUSTERMANNK<KERIKA<K<LK<KLKLKLKLKLKLKLKKLKKLKL

EEEERERZ=Z

A\



The New German ID Card

Electronic functions

Launched November 2010.

Obligatory for German citizens.

BUNDESREPUBLIK DEUTSCHLAND 722000129
PERSONALAUSWEIS Nome/ Surmame/Nom

ICENTITY CARD/ CARTE DTDENTITE MUSTERMANN

GEB. GABLER

Vomamen/Given names/

Date! of expiry/
31%.10.2020 938568

" Unterschrift der Inhaberin/des Inhabers -
e o begrer Simatore e s hulire/du thulakre

7/t il

It combines the traditional ID
card with 3 new electronic
functions

ﬁ)nline elID function (optional) \

[E Vorname Doktorgrad
[E Machname [E Anschrift
Geburtsdatum etc...

\ W Geburtsort ‘

Sovereign ID function

.

ERIKA ;
ot ltane! P

12.08.1964 Cl
=0

I = »

qualified electronic signature (QES)
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The functions of the German elD
elD versus QES

elD — electronic identification QES — qualified electronic signature

B Thisis me“ B | have signed this“

B Display of the identity of the service B Display of the document or email
provider which needs to be signed

B Display of the requested attributes/ B Signing the document with a
personal data signature-PIN

B Acceptance with a 6-digit PIN B Checking the signature through

B Example: login, registration, age recipient

verification, pseudonymic usage B Examples: Signing contracts,
certificates and such.

—> mutual identification —> Legally binding electronic signature
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Data on the chip

BUNDESREPUBLIK DEUTSCHLAND 722000129 k J

FROERAL REPTBUC OF GERMANY / REPUBLIGUE PEDERALE 0

" GEB. GABLER
Vomanen’ Given names. Prénoms.

ERIKA

il
12.08.1964

S0

37 70 l' ‘
21102020 938568 I

dor
“Mmuhﬁwam \ |
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pmmm—
Online eID function

2-Factor-Authentication
Reading data requires
6 digit PIN

by the citizen

X Xk Xk Xk Xk Xk
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About the project
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Milestones for introducing the German elD-function

01.01.2010
Start open
testing and public

2008 communication

Start central
coordinated application
test

Test Elektronischer Personalausweis
CeBIT 2009

2003
Start planning phase, s
technical specification, 01.11.2010
research Introducing the
| German elD

2009
Start central testing in
citizen offices

2006
Start legislations
process discussions,
new/ adapting laws

= Fraunhofer IA‘I.“]"CI.]| .3(.0%
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Project organization new German ID card (2008 - 2011)

Project Management Level

T e, o
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Project Level
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Key Facts

= 32 Mio. cards are
already issued

= Average processing time
= 6 working days

= build-up of federal-PKI,
trust ancer at federal
agency including
revocation management

= 60 Mio. Germans will
have this document by
2020

== 6.850 authorities were
equipped with hard- and
software

= almost 20.000 employees
were trained

= Almost 300 application
online to be used with the
German elD




Infrastructure of the Online function

Citizen Service provider
Online function ' Web server
@:C Browser | « SSL >
-] B I’ -
S eCard Client 7 Authorisation
(PIN %U?(r Initiator elD server
” ' Card v
blocking code) reader -
4 = e “AusweisApp’g | SSL » eCard- | 1 i%-im Authorising
————————— API 5 sz
fc
Service specific Authorisation
N revocation list certificate y
‘ _ T
Local authority Authorisation certificate provider
Umrechnung ity ‘J
a7
Globale Service specific Authorisation
Sperrliste revocation list certificate
Card $ 3
manufacturer Revocation Blocking . . . Accreditin
information Federal Office of Administration (BVA) °
| |
"BundesdruckeLi" Revocation Service
3 —
=- Revocation sum, || Sperrsumme
PIN ID card revocation hash [koPerrschissel
letter
4 Federal Office for Informatign Security (BSI)
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30 test participants initially, finally over 200 service providers tested the
German elD card functionality

eGovernment Financial Services
Deutsche =
- Rentenversicherung Alllanz @
Deutsche
Kreditbank AG
@ Rathaus 21 -
DIE E-GOVERNMENT LOSUNG CosmosDirekt.
dy s, Gothoer
ﬁ service-bw aSKDE HUK
T - -Systems nﬂ@
FRITZ&MACZIOL
Umwelt | LVM
Bundes Versicherungen

Amt ®p E H 5t m ®

- B T R INFORMATIK.ZENTRUM
5 IZ DER SPARKASSEN-
ORGANISATION GMBH
Z Fraunhof
“Fraunhofer 1TDZ PROVINZIAL
€¥ Kroschke
J

eBusiness
[e®)
FUJITSU . _
airberlin
WINCOR st
NIXDORF  bird|
J2LOTTO’ ul
Hessen
LS WEBER
'unn{
Institut {
schufa fur Inklusion
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Lessons Learned
Challenges

" Lower your expectations of the impact of an elD

= Citizens need to be well informed about the elD-functions, raising trust through
marketing campaigns is crucial, elD can only work if citizens trust the elD-system

= Security is not all, usability is one key, reduce the complexity of the software, use
international standards for easier integration scenarios

= Applications/ services for citizens are important -> include local and regional
companies and governments for building services

= Either benefit or enforcement will increase the usage of secure elDs, include them
in eGovernment-scenarios
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Lessons Learned
Challenges

= Legal issues (changes in laws and directives in governmental and commercial
processes) take time

" Project management and timing -> experienced project partners are needed and
build up experience and competence in the ministry/ delegated agencies

"= Not enough to look at elD from the perspective of the service provider, think about
benefit of the citizens

= National elDs cost money. It is not a project, it is a constant effort of maintenance.

= Souvereign ID are always a product of cultural heritage
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Further development and activities

BUNDESREPUBLIK DEUTSCHLAND 722000129 ; J

FROERAL REPTBUC OF GERMANY / REPUBLIGUE PEDERALE 0

" GEB. GABLER
Vomanen’ Given names. Prénoms

ERIKA

il
12.08.1964

S0

37 70 l' ‘
21102020 938568 |
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Resume

" Modern industry states need an interoperable IT-infrastructure capable of managing
securely electronic identities!

= Digital Identity is the fundament for all business and government activities in the
internet!

" |ntegrate local small and medium sized enterprises to implement solutions for the
identity infrastructure!

= One need an overall governance strategy to be able to manage electronic
identities and to enable policy decisions and government regulations!
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Jens Fromm

Fraunhofer FOKUS
Kaiserin-Augusta-Allee 31
10589 Berlin, Germany

Tel +49 303463 7173
Fax + 49 30 3463 99 7173
Email: info@oeffentliche-it.de

www.fokus.fraunhofer.de
www.oeffentliche-it.de
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