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[*ROCA = The Return of Coppersmith Attack]
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'Articulo 32 Firma digital

La firma digital es aquella firma electrénica que
i utiliza una técnica de criptografia asimétrica,
'basada en el uso de un par de claves Unico;
asociadas una clave privada y una clave publica
relacionadas matematicamente entre si, de tal
':forma qgue las personas que conocen la clave

. publica no puedan derivar de ella la clave privada.
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Si las personas que conocen la llave publica
pudieran derivar de ella la llave privada ...
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Visor de certificados . &

Este cuadro de didlogo le permite ver los detalles del certificado y toda su cadena de emision. Los detalles
corresponden a la entrada seleccionada.

I || Mostrar todas las rutas de certificacion encontradas

vers of Commerce Root - 2008

nerfirma Corporate Server II -

EDITORA PERU <= dominiosed
i

Resumen | Detalles | Revocacion | Confianza | Normativas | Aviso legal

Datos del certificado:

Mombre Valor
=l Uso de clave Firrna digital, 5in rechazar, Codificar clav...
=Y Restricciones basi... <ver detalles>

Clave piblica R5A (2048 bits)

(= Compendio SHAL... <ver detalles>
Datos X.509 3082081930820601 AD0302010202 .. ‘

Compendio 5SHA1 91 1FCAZFBFBSSET6 CE3ES01A141..

n

— ‘
-—

Compendio MD5 560280 C35707 AL A258 CE42 DASFS..

30820122300D006092A864586 F70D01010105000382010F0030 -
B2010A0282010100DBE956 7374 EET1 EB AOAB1B6B48 FFT7212 |
4990 8A5906 F2BEBF DI ASF/ D1 4ASAGEQERD 3C 58 AA 2040 FB 79
89621EGF3273 2ASD 2CODE3 S5 FESEOS B4 A4 25361514 BO1BTF
J16FOFJECDCB9G 27 J34F CE1IEFAS2159E13 CC CO9 5908 E6 0D
CD271D6B7B5DB2D53D1D 24 CF5C 626D F8 EEQE D4 6F C3 49 TE
C482551293 23 F52616 D8 0914 2234381257 COEF98 6E 4 GE BF

m

G091 F15ACO38736B379A 4052 3FE8 4072 FC D1 2ESF ED 06 96 50

B0JEDBEBEOACEZAFI3TGE CCBEL12FEST D2 3EFE 3D 1A BC OB AA
QEFS C7T4DOE7OBFO96D 2A295FFBE1 3F11 18 EEVEDB 168511 49

-—

EDAD49CO031706E98 95 E0 AADBEDB6 26 057D 6A 38 DALCED 1A



https://busquedas.elperuano.pe/download/url/autorizan-a-las-cortes-superiores-de-justicia-del-pais-para-resolucion-administrativa-no-093-2018-ce-pj-1634959-5

REGISTRO NACIONAL DE IDENTIFICACION

v N
Certificado ﬁ ® O
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Mostrar: | <Todos = -
|
Campo Valor - S de
[=|valide desde sdbade, 28 de abril de 2018 0...
D'l.-'élidc: hasta lunes, 05 de noviembre de 20... |
DSujetu 5el538122. doudflaressl.com, P... ‘j T,
Clave publica ECC (256 Bits)
DF‘arémetrus de dave publica ECDSA_P256 by
@Idenﬁﬁcadur de dave de en... Id. de dave=4009 61467 f0b... - voritos
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¢Qué hacemos para que las personas que conocen la
llave publica no puedan derivar de ella la llave privada?

Llaves de gran Algoritmos Estandares

- : : : normativo y
tamano reconocidos internacionales

legal, etc.

Seguridad tecnoldgica y seguridad juridica




Llaves de gran tamaio

Las tres (03) jerarquias de certificacion del RENIEC utilizan llaves RSA de 2048 y
4096 bits de longitud

Algoritmo | Algoritmo de Longitud de
de hash firma llaves (bits)

ECERNEP SHA-512 RSAwithSHA512 4096

ECEP-X-offline SHA-512 RSAwithSHA512 4096

— EC-PSVA SHA-512  RSAwithSHA512 4096
PR ECEP-X-online  SHA-512  RSAwithSHA512 4096
T EERNEI Clase 1,2,3,4 SHA-256  RSAwithSHA256 2048
PSVA-TSA-TSU  SHA-256  RSAwithSHA256 2048

Para pruebas SHA-256 RSAwithSHA256 2048

ECERNEP PERU CA Root 3



2048 bits

4096 bits




El ataque ROCA en las noticias



B La seguridad del DNI electrénic X

< C @ @ https;//www.xataka.com/seguridad a-seguridad-del-dni-electror E] - O W Search N e =

SEGURIDAD

La seguridad del DNI electronico, comprometida: a
quien afecta, por quéy como solucionarlo

https://www.xataka.com/seguridad/la-sequridad-del-dni-electronico-comprometida-a-quien-afecta-por-que-y-como-solucionarlo® i v

[09 NOV 2017]  https://www.xataka.com/seguridad/la-seguridad-del-dni-electronico-comprometida-a-quien-afecta-por-que-y-como-solucionarlo
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Estonia Invalidates Digital Certificates Over

Crypto Crack

Unpatched Infineon Chip Peril as Researchers Speed Up Encryption Key Attack

w : ®0C
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NULT ELEKTROONILISEKS KASUTAMISEKS
ELECTRONIC USE ONLY

MORE TO COME

i Get Permission

to ROCA.

Crippling crypto weakness opens
millions of smartcards to cloning

Gemalto IDPrime.NET almost certainly isn't the only smartcard vulnerable

DAN GOODIN - 1072372017, 3:30 PM

-
IDPrime .NET 510

=

Cinco claves para entender por qué el
Gobiemo ha desactivado tu DNI
electrénico

© | Un fallo de seguridad obligé a la Direccidn General de la Policia a suspender el
certificado electronico de todos los DNIs expedidos desde abril del 2015

© | Conla ayuda de uno de los desarrolladeres del primer DNIe, explicamos cémo
funciona, qué ha pasado y, sobre todo, si nuestros datos estén seguros

Desactivada la firma digital de los
DNI electronicos por un fallo de
seguridad

La medida, que afecta a los expedidos
desde abril del 2015, viene por un fallo en el
chip del fabricante

El problema esta en un protocolo de
transacciones digitales que utilizan millones
de magquinas

carmen jané

J . m
Barcelona - Jueves, 09/11/2017 | Actualizado el 10/11/2017 a las 18:00 o o @ o m
CET %

Serious Crypto-Flaw Lets Hackers Recover Private
RSA Keys Used in Billions of Devices

£2 October 16,2017 & Swati Khandelwal

ROCA Attack

RSA Library
=9

Affected chip

Recovering Private RSA Encryption Keys
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COLUMMAS DE OPINION

(Es usted cripto agil?

+
A Por: Roger A. Grimes, columnista de CS0 especlalizado en seguridad
4 a [27/01/2018] Nuestro mundo confia en la criptografia digital
segura. Seguro no significa inquebrantable por siempre. Ningtn t
f criptografo serio jamas declarara como inquebrantable a algo que es
criptografico. De hecho, los criptégrafos siempre suponen que todos i
. los algoritmos criptograficos eventualmente se quebraran. El mejor
n ! pronunciamiento que puede esperar de un experto en criptografia es |
que quebrarlo es "no trivial”, lo que significa que no se conocen
g+ ataques aparentes y faciles de realizar. Todos los algoritmos |
criptograficos caen con el tiempo, y esto ha sido mas cierto y consistente que la muy
. respetada Ley de Moore, que impulsa la evolucion de la informatica.

El omnipresente cifrado asimétrico de Rwest Shamir-Adleman (RSA) se ha visto constantemente atacado desde su introduccién
en 1977 A lo larggce gon éxito y ha mejorado muchas veces. La vulnerabilidad recientemente
descubierta d ) octubre del 2017, que fue una implementacion débil de la generacidn del
keypairde RSA e - orma confiable (TPM) de Infineon, miles de millones de dispositivos de
seguridad impactados, mn:lundas las tarjetas mtellgentes

Esta vulnerabilidad anunciada tenia a casi todas las grandes compafias del mundo luchando para analizar sus sistemas
ables, y reernplazar las tarjetas inteligentes vulnerables en muy poco tiempo. Si no estd farmharlzado con el
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El ataque ROCA

The Return of Coppersmith’s Attack:
Practical Factorization of Widely Used RSA Moduli*

Matus Nemec Marek Sys® Petr Svenda

Masaryk University,
Ca’" Foscari University of Venice
mnemecedmail ez

Dusan Klinec
EnigmaBridge, Masaryk University
dusang@enigmabradge com

ABSTRACT
We report an our discovery of an al i thmic flaw in the constrac-
tion of primes for RSA key gencration in a widely ised libeary
of a major mamfacturer of cryptog mphic hardware. The primes
generaed by the library swfer from a signidicant loss of entropy.
We propose a practical fact orzation method for varicas key Imbll»
inchiding 1024 and 2042 bis. Our method requires so
information except for the value of the public modulus and dnu
not depend on a weak ora Baulty random number penerator, We
devised an extension of Cop persmith's factoriz stion attack utilizing
an aliernative form of the primes in question, The librry in ques
tion & found in NIST FIPS 140-2 and CC EAL 5+ certified devices
used for a wide range of real workd appleations, including identity
cards, passparts, Tristed Platforem Modules, PGP and tokens for
amthenticats cn of soft waee signing. As the relevant by code was
introduced in 2002 at the kst (o probably eselier), the impacted
devices are now widespread, Tens of thousands of such keys were
direaly identified, many with significant impacts, espeaally for
electronic identdy documents, software signing, Tassted Comput
ing and PGP We estimate the mumber of affected devices 1o be in
the arder of at least tens of millions

The worst cases for the fictorization of 1024 and 2043-bit keys
areless than 3 CPU-months and 100 CPUyears on single core of
common recent CPUs, respectively, whike the expected time is kalf
af that of the worst case. The astack can be paraliclzed on maltiph
CP U Worse still all susceptible key s contain a strong lingerprint
that isverifiable in microseconds on an ordinary laptop - meaning
that all valnerable keys canbe quickly identifid, evenin very large
datasets,

KEYWORDS
RSA

acton zation, smartcard, Coppersmith's alg orithm

*usthors’ ePeiet, Originally palinhed 38 ACM (05 2017
M. Sys v M. Nernes coreitested equally

Masaryk University
syso@fi.muni.cz

Masaryk University
svenda @fi, muni.cz

Vashek Matyas
Masaryk University
matyas @fh.muni cz

1 INTRODUCTION

RSA [69] is a widespread dgarithm £ i cryplography
used for dagtad signatures and mﬂu\,,r(-m‘n‘lllnl k\;\ securnity
is based on the mteger factorzation preblem, which is bebeved
tobe comptatiosally inkasble or at least extremely difficuk for
afficiertly large secur the size of the prin
andthe st g public moddus N As of 2017, the most coanmon
length of the modulus N i 2042 bits, with shorter key lengths
such as 124 bits still wsed in practice (although not recommend
anymore) and longer kengths like 4096 bits becoming increasingly
comimon, As the private part of the key is avery senstive tem.a
user may use secure hardware such i a aryptographic smartcard
to securely store and use the peivate key v

Successful attadks against RSA based on integer lactorization
(finding the private peimes p and ¢ from the public modulus N) en
able the attacker to impersonate the key owner and decrypt private
messages. The keys used by secure hasdware are of special interest
due 1o the genenlly higher value of the infeemation proteded -
e sequnng payment trand ioss.

RSA requires two large random primes p and g, that can be
ablained by geneeating a mnd didate mumber (uanlly with
half o€ the bits of N) and then te:  forprimality. I'the candsfate
ts found to be compasite, the process & repeated with a ddferent
andidate number.

However, there are at besst three reasons to cordrua a candadite
number from several smaller (randomby ) generated components
insteadof g it randomly: 1)an lmp dreststance against
certan Gactorization methods, such s Pollard's p ~ 1 method [65]:
2 centification requirements such as the NIST FIPS 140-2 standied,
which mandates that foe 2l primes p. the vadves of p~ 1and p+ 1
haveat lesst ooe Lrge (101-bat or L ger) factor eactt axd 3) speadup
of keypair generation, sinee testing random andidate values for
primality istime consuming, especially on restricted devices lke
st cards.

Yet, comstruded primes may bring sew problems as demon
steated in cur work. In the padt, practical atadks against RSA
exphied the ise of insecurely short key leagths susceptible to
Eactorization via NFS [ S12-bit, still tound on the Inter
net [38]); faulty or weak random number peneratars peoducing
partially predictable primes, as in the electronic IDs of Taiwanese
citens [9]; software bugs causing primes to be peserated from an
insuffciently hange space. % in the Debian RNG fl [7): o seeding

e

The Return Of Coppersmlth s Attack

M. Nemec, M. Sys, P. Svenda, D. Klinec and V. Matyas.
The Return of Coppersmith's Attack: Practical
Factorization of Widely Used RSA Moduli. 24th ACM
Conference on Computer and Communications

Security (CCS'2017). 1631-1648. 2017, oct. Acwm.
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» Key Reinstallation Attacks: Forcing Nonce Reuse in WPA2
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El ataque de Coppersmith

Finding a Small Root of a Bivariate Integer
Equation; Factoring with High Bits Known

Don Coppersrith

IBM Rescarch
T.J. Watson Rescarch Uenter
Yorktown Heights, NY 10308, USA

Absiract. We present a method to solve integer polynomial equations
in two variables, provided that the solution is suitably bounded. As an
application, we show how to find the factors of N = PQ if we are given
the high order ((1/4)log, &) bits of P. This compares with Rivest and
Shamir's requirement of {(1/3) log, N) bits,

1 Intreduction

D. Coppersmith. Finding a small root of a bivariate
\;’eprlesemlamel.hod 1.0101\!:apr)\ynomialequalmn p[:,yJ:ﬂho\-".ez}léprov;ded Integer equatlon; faCtorlng Wlth hlgh blts knOWn.
that the solution is suitably bounded: (2] < X and |y| < ¥, with X, Y dependin .

e o e ot . International Conference on the Theory and

Our algorithin uses lattice basis methods [2], 1 is similar in spirit to [1],

which solved equations in one variable in (Z mod N, but the present algorithm . - . .

i il sy Applications of Cryptographic Techniques. Springer,
We require bounds X and ¥ on the absolute values of 2 and yin our solution.

Suppose p(z, y) has degeee § in each variable, and p{z. y) = E!.;. pop 'yl Define

D = maxij [pi;|NYT as the largest possible term in p(z,y) in the region of

interest. Then we will find a bounded solution (2. y) (if it exists) provided that | Q Q d | b
: Berlin, Heidelberg, .
XY < poiah

For fixed degree &, the algorithm rans in time polynomial in (log 13).

Similar methods can be applied to the multivariate case but are not assured
of success; the proof breaks down at a critical point,

Our immediate application, and the framework in which the algorithm is 7 . . . Vs .
degeribod, is the problem of factoring an integer when we know the high order El t p l d // p bl
bits of its factors. If we know N = P&Q and we know the high order (log, N) ConOCIm Ien O arCIa e un a ave u Ica
hits of P, then by solving the equation (P + £){Qy+y)— N = 0 over a suitable

f x and find th fN. By  Ri / ]
St e ot 4t 0 el . T4 s e b o permite calcular la correspondiente llave
RSA-based cryptographic schemes; see for example [7].
We give here a sketch of our algorithm. Define integer variables ryn represent-

o ”
ing #¢y", Form the lattice of those values of {rgn) satisfying several polynomial prl Va da.

relations gij(2, %) = 2’y ple.y) = 0 under this interpretation. Claim thal, the
lattice element s corresponding to our desired solution is relatively short {less




Algoritmo de generacion de llaves RSA

Version didactica

1. Se seleccionan dos numeros primos aleatorios, a los
que denominaremos p y g

2. SecalculaN=p*q y ¢(N)=(p-1)(q-1)

3. Se elige un exponente publico e<¢(N)

4. Se calcula el exponente privado d = e mod ¢(N)

Al par (e, N) se le denomina la llave publica, donde N es un
numero de gran tamano y e usualmente es igual a 65,537.

Al par (d, N) se le denomina la llave privada , donde d depende
de p vy q, los cuales son los factores primos de N.
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Chip SmartMX de NXP™
Common Criteria EALS+ &
FIPS 140-2 nivel 3 ~
Memoria EEPROM de 144K

DNIle peruano

Zona inaccesible

\“Q

Estructura PKCS#15

Certificadoraiz:
ECERNEP

Certificado
Intermedio:
ECEP

—— X509v3

Certificado de Firma
Digital:
CIUDADANO

Certificado de
Autenticacion:
CIUDADANO

—
Numero entero de mas de
600 digitos. Desconocido
por todos.

Llave privada
de Firma Digital

Numero entero de mas de
600 digitos. Desconocido
por todos.

Llave privada
de Autenticacio

Numero entero de 6 digitos. Conocido
PIN 2 } solamente por el titular. Protege la llave
privada de firma.

Numero entero de 6 digitos. Conocido
PIN 1 solamente por el titular. Protege la
llave privada de autenticacion.




1. Mddulo

2. Factores desconocidos

3. Conocimiento parcial del primo p

4. Aplicar el atague Coppersmith
COmMo una caja negra

El ataque ROCA
El ataque de Coppersmith

N (known)

p (unknown) g (unknown)

Coppersmith's method

p (known)




1. Mddulo

2. Factores desconocidos

3. Conocimiento parcial del primo
p, el cual obedece a una estructura
reconocible

4. Aplicar el atague Coppersmith
COmMo una caja negra

El ataque ROCA

El regreso del ataque de Coppersmith

N (known)

p (unknown) g (unknown)

OO | X

Coppersmith's method
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El ataque ROCA
N=pxqg

Pidea) = random prime  Jideas = random prime

Porerane = (K ¥ M +65537° mod M); a, k € Z
M=2%x3%x5%x7Tx---%P,

* Mes el producto de n primos sucesivos (2, 3, 5, 7, keysize

11, 13, ...) y n es una constante que solo depende
del tamafio de la llave deseada

e Quedando como valores desconocidos Unicamente
los valores de ky a.




El ataque ROCA: entropia

Entropia en un primo de 1024 bits

Random

1024 bits de entropia

Numeros primos generados por Infineon Technologies AG

Vulnerable a k determined by the structure

310 bits de entropia*

Pérdida de entropia!!!

*Los investigadores han encontrado formas de reducir el tamano de a y k
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El ataque ROCA: tiempo

e Utilizando un computador de propdsito general, Ia
factorizacion de una llave RSA de 2048 bits generada
correctamente tomaria varios cuatrillones de anos.

* En cambio, factorizar una llave RSA de 2048 bits generada
con el esquema “acelerado” de Infineon Technologies AG
tomaria 100 afios en el peor caso y 50 anos en promedio.

* Sin embargo, este tiempo de factorizacion puede ser
reducido notablemente distribuyendo el trabajo en una red
de computadores.

— Por ejemplo, utilizando 1000 computadores del servicio AWS
(Amazon Web Service), la factorizacion de una llave de 2048 bits

con la vulnerabilidad ROCA tomaria no mas de 17 dias y una
inversion de aprox. 40 mil USS (CERT-EU, 2018).

in
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The usagé domalns affectedby the .vll..l.ln.eréble. Ii.bra.ry

Identity documents Trusted Platform Modules
(eID, eHealth cards) (Data encryption, Platform integrity)

P

2l—

Secure browsing

Software signing — (TLS/HTTPS*)
— RSA Library _ —
- =0 L~
— 1]
: Affected chip R /

Authentication tokens Programmable smartcards
Message protection

- (S-MIME/PGP)
Q, |= A 8 —

* only a small number of vulnerable keys found
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El'ataque ROCA: impacto en Documentos
de Identidad electronicos

De acuerdo a la Autoridad de los
Sistemas de Informacién de Estonia
(ISA, 2018) son 11 los paises cuyos

DNle son vulnerables al ataque ROCA:

— Estonia (800 mil DNle afectados),
— Espaiia (17 millones de DNle afectados),
— Eslovaquia,

— Austria,

— Polonia,

— Bulgaria,

— Kosovo,

— Italia,

— Taiwan,

— Brasily

— Malasia

Identidad s
digital 'a =

Espaifa opto por revocar los certificados
digitales de los DNle afectados y solicité a
los ciudadanos realizar la renovacién de
sus certificados digitales de forma
presencial.

Estonia permitio que los ciudadanos
afectados puedan actualizar sus
certificados de forma remota via Internet,
y optaron por cambiar su sistema
criptografico RSA al basado en Curvas
Elipticas (ECC).

A la fecha, no se tiene informacién de la
cantidad de DNIe afectados en los otros
paises debido a que no han difundido
informacion publica al respecto.
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El ataque ROCA: riesgo en la practica

* El ataque ROCA permite factorizar una llave publica RSA teniendo
acceso unicamente a un certificado digital.

 No es necesario que el atacante tenga acceso a la tarjeta DNle ni
tampoco al PIN de activacion del ciudadano.

 Una vez factorizada la llave publica, el atacante puede calcular la
llave privada del ciudadano.

* Obteniendo la llave privada, el atacante estaria en capacidad de
firmar digitalmente en nombre del ciudadano (suplantacion).

 Un ejemplo de este ataque en la practica seria: si una persona A le
envia un PDF con su firma digital a una persona B, ésta persona B,
a partir del PDF firmado, podria obtener la llave privada de Ay
firmar documentos en nombre de A.
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Condiciones para la DNle peruano
vulnerabilidad ROCA

(1) Utilizacién del chip de la compania
Infineon Technologies AG modelo P5CD144VOB
(2) Utilizacién de la libreria RSALib
version 1.02.013

* Chip de contactos SmartMX del
fabricante NXP Semiconductors,
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* BD de CDs emitidos por el RENIEC.
* Los CDs contienen llaves publicas RSA de 2048 bits
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En el caso del presente afio, al 20JUN2018, los certificados digitales emitidos por
el RENIEC ascienden a 498,174.
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RENIEC Certification Authority

The key is resistantto ROCA

Authority

« | RENIECClass| CA The key is resistantto ROCA
% RENIEC Class || CA The key is resistantto ROCA
o RENIEC Class Il CA The key is resistantto ROCA
5 | RENIECClass |V CA The key is resistantto ROCA
© RENIEC Class VV CA The key is resistantto ROCA
E RENIEC Class VI CA The key is resistantto ROCA
RENIEC Time-Stamping Authority The key is resistantto ROCA
RENIEC High Grade Certification The key is resistantto ROCA
2 | Authority
o RENIEC Class | High Grade CA The key is resistantto ROCA
% RENIEC Class || High Grade CA The key is resistantto ROCA
n RENIEC Class lll High Grade CA The key is resistantto ROCA
~§ RENIEC Class IV High Grade CA The key is resistantto ROCA
T | RENIEC Class V High Grade CA The key is resistantto ROCA
E RENIEC Class VI High Grade CA The key is resistantto ROCA
= RENIEC High Grade Time-Stamping || The key is resistantto ROCA




If you have your public RSA key in a file, you can upload the file with the form below.

Examinar... | No se ha seleccionado ningdn archivo.

Supported formats:

» X500 Certificate, PEM/DER encoded:;

* SSH public RSA key;

* RSA PEM encoded private key, public key;

* ASC encoded PGP key, *.pgp, *.asc;

» Java Key Store file (JKS):

¢ PKCST signature with user certificate;

+ LDIFF file - LDAP database dump. We try to decode any field ending with ";binary::" as X509 ceriificate;

o Text file (*.txt) with an RSA key modulus per line; the modulus can be a a) base64 encoded number, b)
hex coded number, ¢) decimal coded number;

» JSON file with RSA keys, a record per line; supported records are RSA moduli (the "mod” key),
certificates (the "cert" key) in the base64 encoded DER format, or an array of cerfificates (the "certs"
key) in the base64 encoded DER format.

Test key

&2 KeyChest - Profile X ‘ e - I WS —

& G @ @ hitps://keychest.net, Bl s v | | Q Buscar N @ =
Paste key File upload Send e-mail GitHub account PGP/GNUPG keyring 0
Offline test
File upload

m
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Results

The key is resistant to ROCA.

Type / Interpretation

X509 certificate (PEM)

Fingerprint 2d1c3a9c02a7ebf3db40e7044fe6ad4909564bIec4a89939fd1611550faad159

Subject C: PE, O: Registro Nacional de Identificacion y Estado Civil. CN: RENIEC Certification Authority
Issuer C: PE, O: Registro Nacional de Identificacion y Estado Civil. CN: RENIEC Certification Authority
Created on Jul 21st 2010

Expiring on Jul 16th 2030

Bit length 4096

Test result Safe

RENIEC Certification Authority

The key is resistantto ROCA

https://keychest.net/roca#/

Authority

< RENIECClass | CA The key is resistantto ROCA
% RENIEC Class Il CA The key is resistantto ROCA
& RENIEC Class lll CA The key is resistantto ROCA
g | RENIECClasslV CA The key is resistantto ROCA
® RENIEC ClassV CA The key is resistantto ROCA
] RENIEC Class VI CA The key is resistantto ROCA
- RENIEC Time-Stamping Authority The key is resistantto ROCA
RENIEC High Grade Certification The key is resistantto ROCA
& | Authority
i RENIEC Class | High Grade CA The key is resistantto ROCA
% RENIEC Class Il High Grade CA The key is resistantto ROCA
« RENIEC Class Il High Grade CA The key is resistantto ROCA
g RENIEC Class IV High Grade CA The key is resistantto ROCA
& | RENIECClass V High Grade CA The key is resistantto ROCA
g RENIEC Class VI High Grade CA The key is resistantto ROCA
= RENIEC High Grade Time-Stamping | The key is resistantto ROCA



https://keychest.net/roca#/

REGISTRO NACIONAL DE IDENTIFICACION Y ESTADO CIVIL

2 ldentidad mem ——
e ER

2018-06-18 124 [2090] INFO it SUMMARY fHHEHHHHHHHAHHHEHAHHHT
2018-06-18 124 [2090] INFO Records tested: 670508
2018-06-18 124 [2090] INFO PEM certs: . . . 6708508
2018-06-18 124 [2090] INFO DER certs: . . .
2018-06-18 124 [2090] INFO RSA key files: .
2018-06-18 124 [2090] INFO PGP master keys:
2018-06-18 124 [209@] INFO PGP total keys:
2018-06-18 124 [2090] INFO SSH keys: . .
2018-06-18 124 [209@] INFO APK keys: . .
2018-06-18 13:24: [209@] INFO JSON keys: . .
2018-06-18 124 [2090] INFO LDIFF certs:
2018-06-18 124 [2090] INFO JKS certs: . .
2018-06-18 124 [209@] INFO PKCS7: . . . .
2018-06-18 124 [2099] DEBUG . Total RSA keys . 670508 (# of keys RSA extracted & analyzed)
2018-06-18 13:24: [20698] INFO No fingerprinted keys found (OK)

2018-06-18 124 [2090] INFO HHHHHHHHHHHHHHEHHHHHHHHHEHHEHEH

D OO0 0o

2018-066-18 134: [2082] INFO #HHf SUMMARY {HHHHHHHHHEHHEHHHHHE
2018-06-18 134 [2082] INFO Records tested: 858133
2018-66-18 134 [2082] INFO PEM certs: . . . 858133
2018-06-18 134 [2082] INFO DER certs: . . . @

2018-06-18 HEZ H [2082] INFO RSA key files: .
2018-06-18 134 [2082] INFO PGP master keys:
2018-06-18 34 [2082] INFO PGP total keys:
2018-66-18 134 [2082] INFO SSH keys: . .
2018-066-18 134 [2082] INFO APK keys: . .
2018-06-18 34 [2082] INFO JSON keys: . .
2018-066-18 134 [2082] INFO LDIFF certs:
2018-06-18 134 [2082] INFO JKS certs: . .
2018-06-18 HEZ H [2082] INFO .. PKCS7: . . . . @

2018-06-18 134 [2082] DEBUG . Total RSA keys . 858133 (# of keys RSA extracted & analyzed)
2018-06-18 17:34: [2082] INFO No fingerprinted keys found (0K)

2018-66-18 134 [2082] INFO HHHHHHHHHHHHAHHHHHEHHAHHHHHEEHH

o0 o ee e




REGISTRO NACIONAL DE IDENTIFICACION Y ESTADO CIVIL

O GitHub - crocs-munifroca: RO X [l

¢ o @ & GitHub, Inc. (US) | https:/github.com/crc

ROCA detection tool

Build Status

This tool is related to ACM CCS 2017 conference paper #124 Return of the Coppersmith’s Attack:
Widely Used RSA Moduli.

It enables you to test public RSA keys for a presence of the described vulnerability.

Update 4.11.2017: Python 2.7, 3.4+ supported.

1 [2082]

Update 30.10.2017: The paper of the attack is already online, ACM version.

1 [2082]
1 [2082]

1 [2082]
1 [2082]

Update 30.10.2017: The discrete logarithm detector is now implemented in the Python and used
structure in the primes exploited by the factorizing algorithm.

1 [2082]
1 [2082]
1 [2082]

1 [2082]

Currently the tool supports the following key formats:

1 [2082]
1 [2082]

1 [2082]

® X509 Certificate, DER encoded, one per file, *.der, =.crt

1 [2082]
1 [2082]

1 [2082]

® X509 Certificate, PEM encoded, more per file, *.pem
® X509 Certificate Signing Request, PEM encoded, more per file, *.pem

® RSA PEM encoded private key, public key, more per file, *.pem (has to have correct header ----- BEGIN RSA...

® SSH public key, =.pub , starting with "ssh-rsa”, one per line
® ASC encoded PGP key, =.pgp, *.asc . More per file, has to have correct header ----- BEGIN PGP...

® APK android application, *.apk

1| 1

1 [2082]

sor el RENIEC
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INFO #HHE SUMMARY HHHHHHHHHHEHHHAHHH
INFO Records tested: 670508

INFO .. PEM ¢ . . . 670508

INFO .. DER ¢ oo o

INFO .. RSA key files: .

INFO .. PGP master keys:

INFO .. PGP total keys:

INFO .. SSH .« .

INFO ..

INFO .. IS

INFO ..

INFO .. JKS oo o

INFO .. C (4]

DEBUG . Total RSA keys . 670508 (# of keys RSA extracted & analyzed)
INFO No fingerprinted keys found (OK)
INFO #HHEHHHEHHRRHHRHAHAHHHEHBHERHHERE

INFO #HHE SUMMARY $HHEHHHHHHRHHHAHHHHHE
INFO Records tested: 858133

INFO . M ¢ £ 00 o0

INFO . ® o o

INFO .. RSA key files: .

INFO . GP master key

INFO .

INFO .

INFO .

INFO .

INFO .

INFO .. J C oo o

INFO . CS 4]

DEBUG . Total RSA keys . 858133 (# of keys RSA extracted & analyzed)
INFO No fingerprinted keys found (OK)
INFO HHHRHHHAHHRHHHAHEHHHHRHHHRHEHHHE

https://github.com/crocs-muni/roca
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Conclusiones

e Utilizando las herramientas publicadas por los
investigadores del CROCS se han verificado
1’528,657 de certificados digitales de Entidad

* La vulnerabilidad ROCA hace posible, con relativamente poco esfuerzo, la factorizacion
de las llaves publicas RSA gue fueron generadas bajo dos condiciones:
* utilizando un chip de la compaiiia Infineon Technologies AG y
e utilizando la library “RSALib version 1.02.013".
* De acuerdo a la Autoridad de los Sistemas de Informacion de Estonia (ISA, 2018) son
once (11) los paises en el mundo cuyos documentos de identidad electronicos (DNle)
son vulnerables al ataque ROCA: Estonia, Espaia, Eslovaquia, Austria, Polonia, Bulgaria,

Kosovo, Italia, Taiwan, Brasil y Malasia.
DTIILIUV YUt THHIFUIIU UT 1UD LEI LTILAUUD UIgitalcd

verificados (emitidos por el RENIEC) contiene llaves
publicas RSA vulnerables al ataque ROCA.



(
! )> ]
REGISTRO NACIONAL DE IDENTIFICACION Y ESTADO CIViL

Identidad mes ==
digital 'a :

Bibliografia

M. Nemec, M. Sys, P. Svenda, D. Klinec and V. Matyas. The Return of Coppersmith's
Attack: Practical Factorization of Widely Used RSA Moduli. 24th ACM Conference
on Computer and Communications Security (CCS'2017). 1631-1648. 2017. ACM.

— Conference slides: https://crocs.fi.muni.cz/ media/public/papers/ccs-nemec-handout.pdf

— Conference paper: https://crocs.fi.muni.cz/ media/public/papers/nemec roca ccsl7 preprint.pdf
Information System Authority (ISA), Republic of Estonia. ROCA Vulnerability and

elD: Lessons Learned. 2018. Disponible en https://www.ria.ee/public/PKI/ROCA-
Vulnerability-and-elD-Lessons-Learned.pdf

Computer Emergency Response Team - European Union (CERT-EU), 2017. RSA Key
Generation Prone to Factorization Attack. CERT-EU Security Advisory 2017-023.
Nov., 2017 — v1.1. Disponible en
http://cert.europa.eu/static/SecurityAdvisories/2017/CERT-EU-SA2017-023.pdf



https://crocs.fi.muni.cz/_media/public/papers/ccs-nemec-handout.pdf
https://crocs.fi.muni.cz/_media/public/papers/nemec_roca_ccs17_preprint.pdf
https://www.ria.ee/public/PKI/ROCA-Vulnerability-and-eID-Lessons-Learned.pdf
http://cert.europa.eu/static/SecurityAdvisories/2017/CERT-EU-SA2017-023.pdf

® O

T

REGISTRO NACIONAL DE IDENTIFICACION Y ESTADO Civ

Gracias




‘, ‘entldad

: ® D
E

Impacto del ataque
ROCA* en los
certificados digitales
emitidos por el
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[*ROCA = The Return of Coppersmith Attack]



